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NP-View Reporting as a Service

with Network Perception Expert Insights

The NP-View Reporting as a Service offering provides a fully outsourced approach to generating key reports
from the platform along with an analysis report generated by Network Perception’s in-house team of experts.

Key Benefits:

e Risk Mitigation - Provide fully outsourced OT network analysis to your security program

¢ Time Savings - Keep internal staff focused on operations that drive business value

e Streamlined Operations - The most efficient way to continuously analyze your OT network

e Actionable Insights - Receive a packet of reports, supporting data, and expert analysis

¢ Flexible Program Models - Multiple options to support your program needs now and in the future

Reporting Packages

Network Topology Mapping
e Network Topology Map - A graphical visualization of the network showing logical connectivity and data flow
e Firewall Interface Report - A table of device-specific interface information and their access permissions

Firewall Rule Auditing

e Access Rule Report - A table summarizing all device rules, highlighting risks, and documenting justification
e Object Group Report - A table summarizing the known Network Access Control List (ACL) object groups

Network Segmentation

e Interface Matrix - A matrix showing device-level access permissions between interfaces and security zones
e Zone Matrix - A matrix showing security zone-to-zone communication access permissions

Three Package Level Options:

Network Topology Map Firewall Rule Auditing Network Segmentation
Network Firewall Access Rules| Object Rules | Connectivity | Segmentation
Package Level | Topology Map | Interface Report Report Report Matrix Report Report
Gold
Silver
Bronze




Network Perception Expert Insights

Each of the NP-View Report Packages includes NP Expert Insights, which contains an Executive Summary and
Detailed Findings analysis of device configuration files.

Based on packages selected the Expert Insights includes:
Network Mapping Diagram Insights
e Importing and updating network device configurations

¢ Network map creation and maintenance

Firewall Ruleset Review Insights

e Rubric creation and application recommendations
e Ruleset justification gaps

Network Segmentation Assessment Insights

e Segmentation strategy observations and recommendations
Delivery Models
|

1. Remote Management and Administration
The Network Perception team installs the NP-View platform on the customer’s on-premise server and
remotely connects to it to build reports, generate supporting data, and develop insight reports.

2. Full Outsourced Service
The customer sends configuration files securely to Network Perception, which builds the reports, generates
supporting data, and develops insight reports in its secure environment.

3. Hybrid Model
A hybrid model allows a quick path to report delivery by starting with the full outsourced service and

transitioning to the on-premise, remotely administered model at a pace that works best with schedules.

Reporting packages are delivered Monthly, Quarterly, Semi-annually, or Annually based on your program needs.

Discover the Power of NP-View — The Fastest Path to Comprehensive OT Network Visibility and Verification
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