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Network Segmentation Report Package
With Network Perception Expert Insights

Network Segmentation

Verifying proper network segmentation is a critical proactive process that analyzes network traffic access paths
and the associated firewall rules which permit or deny access to specific networks or assets. Through this
process, high-risk and overly permissive rules are identified allowing for mitigation or to document justification
of rule configurations. Proper segmentation is essential to controlling lateral movement within the network.
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This package includes:

o Interface Matrix - A matrix showing device level access permissions between interfaces and security zones
e Zone Matrix - A matrix showing security zone-to-zone communication access permissions

e Expert Insights Report - An Executive Summary and Detailed Findings analysis of device configuration files

Key Benefits:

e Gain an instant understanding of the network’s segmentation policy

e Fully outsourced independent OT network segmentation analysis

e Documentation of all available network paths to and from your critical assets
e |dentify potential misconfigurations that enable unintended access

Discover the Power of NP-View — The Fastest Path to Comprehensive OT Network Visibility and Verification

n For any inquiries and to receive more information, please contact
J] services@network-perception.com or call 872-245-4100.
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